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Updating embedded systems reliably and robustly is challenging due their constrained na-
ture. This is especially true in context of Smart Factories, in which in addition to security
requirements also safety concerns come into play. In addition to the cryptographic verifi-
cation prior to engaging a system update, factory modules have to verify that all conditions
to maintain safety during the update process are met. The goal of the proposed thesis is
to implement device management and OTA updates for RIOT on top of SUIT and LWM2M
in a safety aware manner. For this safety requirements and attributes have to be modeled,
integrated into the device management, and an safety verification step integrated into the

firmware update process.

Goals of the Thesis

SUIT [1] specifies an firmware update architecture
and an experimental implementation of the current
draft is already implemented for the loT Operat-
ing System RIOT [2]. By design, SUIT is agnostic
to the transport of the firmware image. Combined
with the device management and update manage-
ment features of LWM2M, a complete OTA update
solution is provided. However, adequate integra-
tion of the variety of different safety requirements
often faced in Industrial 10T is not yet provided.
The goal of this thesis is to fill this gap. For the
evaluation, the developed solution will be deployed
and tested in the Smart Factory model of the ILM
learning laboratory.
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Task

» Develop a suitable digital representation of safety attributes and states

+ Extend the SUIT manifest to encode safety requirements to be fulfilled in order to proceed
with the update based on the above representation

* Implement a full SUIT + LWM2M stack for a Nucleo-F767ZI using RIOT including the
developed safety extensions

» Deploy the implementation in the Factory Model of the ILM Learning Laboratory
+ Evaluate the implemented OTA solution:

Does the implementation meet the goals of the thesis?

What are the resource requirements of the implemented software?

What is the overhead of the safety additions to the OTA update sequence?

Measure the time the distribution of the firmware update takes experimentally in the
Smart Factory model of the ILM Learning Laboratory

— Optionally, the ComSys testbed can be used to evaluate the behavior for large scale
(200 nodes) setups
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